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Abstract. This article explores the impact of risk management on the quality of IT products across 
diverse contexts, including cybersecurity, supply chains, and critical infrastructures. By analyzing 
empirical studies, it highlights how proactive, data-driven, and adaptive approaches improve 
functionality, reliability, performance, usability, and security, ensuring long-term resilience. 
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In the modern digital economy risk management has become a central component 
of IT governance, shaping how systems are designed, tested, deployed, and maintained. 
The integration of risk management into IT product development directly affects key 
quality indicators such as functionality, reliability, performance, usability, and security.  

Risk management in IT has evolved from a narrowly technical practice into a 
multidimensional discipline encompassing organizational, psychological, and 
technical perspectives. Eling et al. [1] investigated the role of cognitive biases, 
particularly optimism bias, in decision-making processes related to cyber risk 
management. Their study, involving over 1,000 risk professionals from finance and IT 
sectors in Switzerland, Germany, and Austria, revealed that 69% underestimated the 
likelihood of cyber incidents. This underestimation led to reduced investments in 
critical protective measures, such as intrusion detection systems, thereby undermining 
both reliability and security.  

Fotis et al. [2] examined the economic and operational impact of cyber incidents, 
using the Norsk Hydro ASA ransomware attack as a case study. Their findings 
demonstrated that proactive measures such as employee training, security audits, and 
threat detection technologies reduced successful attacks by 50%. The case further 
revealed that structured incident response strategies reduced recovery times by 35% 
and financial losses by 25%. These results underscore the value of embedding risk 
management into corporate governance structures to maintain product performance 
and usability during disruptions. 

Risk management models applied to critical infrastructure, such as nuclear power 
plants, demonstrate how technical modeling contributes to IT product resilience. Son 
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et al. [3] developed a quantitative cyber risk model based on fault tree analysis, 
showing that applying structured countermeasures reduced the conditional core 
damage probability of nuclear reactors by 45–52%.  

Similarly, Dhungana et al. [4] emphasized the importance of addressing scientific 
uncertainty in risk communication, especially in crisis-response systems. Their 
interviews with 35 experts showed that 80% considered uncertainty an essential 
element of risk models, while 65% highlighted deficiencies in communicating 
uncertainty to end users. Incorporating adaptive models improved IT system 
functionality and reliability in uncertain environments. 

The pharmaceutical supply chain represents another environment where risk 
management directly affects IT product quality. Ciceri et al. [5] identified 84 relevant risks 
and prioritized 15 using the analytic hierarchy process. Their results indicated that addressing 
supply shortages, regulatory compliance, and demand forecasting improved system reliability, 
functionality, and productivity. This evidence illustrates the broader applicability of 
structured risk management to IT systems supporting supply chain management. 

Risk management also plays a vital role in robotic process automation (RPA). 
Schlegel et al. [6] evaluated risks in RPA projects using an “impact-uncontrollability” 
matrix. Their findings revealed that active risk management improved RPA system 
reliability and functionality, while failure to address risks in integration led to reduced 
usability and security. Quantitative results showed that well-controlled projects 
achieved significantly higher success rates than poorly managed ones, confirming the 
value of systematic risk assessment. 

Network analysis has recently been applied to risk management in large-scale 
engineering projects. Casotti et al. [7] developed a network analysis-enhanced risk 
management framework (NAE-RM) for nuclear plant construction. Their results 
indicated that identifying 13 central risks improved the accuracy of risk assessment by 
38% compared to traditional methods. By adapting this approach to IT projects, 
organizations can enhance reliability, performance, and decision-making transparency. 

Huber et al. [8] investigated the integration of Balanced Scorecard (BSC) and 
Enterprise Risk Management (ERM). Their study found that embedding ERM into 
BSC reduced strategic deviations by 15–25% in subsidiaries and increased 
organizational adaptability by 30%. These findings demonstrate how aligning risk 
management with strategic control tools directly improves IT product quality, 
particularly in reliability and security. 

In industrial contexts such as ship maintenance, Wang et al. [9] used multi-agent 
swarm modeling to optimize risk management. Their simulations reduced overall risk 
levels by 23.8% and shortened delays by 18.7%. Applied to IT systems, such 
approaches improve functionality and productivity by simulating scenarios and 
preemptively addressing vulnerabilities. 
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Basile et al. [10] explored automated risk management in software security under 
hostile execution environments (MATE context). Their methodology reduced 
successful attacks by 76% while maintaining acceptable performance overhead (7%). 
This balance ensured improved reliability, security, and functionality, demonstrating 
the potential of automated approaches for modern IT environments. 

Blockchain-based risk management has also proven effective in supply chain 
security. Akhavantaheri et al. [11] found that blockchain integration reduced the 
likelihood of counterfeit electronic components by 49.6% and decreased risky supply 
nodes by 31.2%. These results highlight blockchain’s ability to enhance IT system 
reliability, security, and transparency without negatively affecting usability. 

Despite these advances, certain approaches demonstrate limited effectiveness. For 
example, excessive reliance on Earned Value Management (EVM) in project risk 
management often results in insufficient adaptability. Soliman et al. [12] reported that 
applying EVM in Kuwait’s infrastructure projects revealed delays of up to 715 days 
and cost overruns of 16%. While EVM can provide early warning signals, its lack of 
flexibility reduces its impact on IT product quality, particularly in dynamic 
environments. Similarly, decision-making distorted by optimism bias remains a 
persistent barrier to effective risk management. 

The comparative analysis reveals that the most effective risk management 
strategies share certain characteristics: they are proactive, data-driven, adaptive, and 
technologically integrated. Methods such as FTA modeling, network analysis, 
automated MATE defenses, and blockchain-enabled supply chains consistently deliver 
high improvements in IT product reliability and security. Meanwhile, organizational 
frameworks such as BSC-ERM integration and RPA-specific matrices support 
performance, usability, and long-term resilience. Conversely, isolated or rigid 
approaches–such as optimism-biased decisions or inflexible EVM applications–fail to 
provide sufficient quality assurance in fast-changing IT environments. 

This analysis confirms the central role of risk management in determining IT 
product quality. By directly influencing functionality, reliability, performance, 
usability, and security, risk management transforms IT governance from a reactive 
process into a proactive safeguard of organizational resilience. Empirical results 
demonstrate quantifiable benefits: 50% fewer successful attacks, 35% faster recovery, 
45–52% lower conditional damage probabilities, and up to 76% reduced attack success 
in hostile environments. Organizations that adopt integrated, technologically supported 
risk management frameworks are better positioned to ensure IT product quality, 
safeguard critical systems, and maintain long-term competitiveness in an increasingly 
risk-saturated digital environment. 
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