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Abstract. The theses consider the features of information security management of cloud environments
using the Cisco Cloudlock cloud service. The relevance of the issue of information security
management of cloud environments is considered. The importance of an integrated approach in the
management of cloud environment security is substantiated. The problems of cloud environment
security and measures for information security management of cloud environments are considered.
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Anomauin. Y mesax po3zensnoacmucs 0cOOMUB0CMI MEHEONCMEHMY IHPOPMAYIUHOT be3neKu XMAPHUX
cepedosuwya 3 euxopucmarnmam xmaproeo cepsicy Cisco Cloudlock. Posensnyma akmyanvHicms numanmsi
MeHeOdHcMeHmy iHpopmayitiHoi besnexu xmaprux cepedosuty. OOSPYHMOBAHO 3HAUEHHS KOMNIEKCHO2O0
nioxXo0y 6 MeHeOHCMeHmi Oe3nKu XmapHux cepedosuwy. Pozensamymo npobremu 6esnexu xmapHux
cepeoosuly ma 3ax00U MEHEONCMEHMY THPOPpMayitiHOT be3neKu XMapHux cepeoosuuy.

Krouoei cnosa: ingpopmayitina 6esnexa, meneoxcmenm, xmapte cepedosuwye, Cisco Cloudlock, 3axucm oanux.

B cydacHOMy CBITI KOJM XMapHI TEXHOJIOTIi HIMPOKO BUKOPUCTOBYIOTHCS
KOMIIaHISIMH B iXHIM TISUTBHOCTI. 3 BIIPOBAHKEHHAM B KOMITAHISIX XMapHUX CEPETOBUIII
3pocTae 1 moTpeda 3aXUCTy JAaHUX SIKI B HUX 00poOJsitoThCs. 3abe3neueHHs Oe3neKu
XMapHUX CEPEIOBUII BUMAarae noeIHaHHs e(EeKTUBHOTO MEHEI)KMEHTY Ta TEXHIYHUX,
OprafizarifHuX Ta aHAJITHIHUX 3aXO0/IIB.

OnuuMH 3 OCHOBHHMX MpoOJieM, $iIKi MOBCTalOTh MpU 3a0€3MeueHH] Oe3neKu
XMapHOTO CEPEIOBUIIIA €:

- HenanexHuuii KOHTPOJIb JOCTYITLY.

- 3arpo3u BUTOKY JIaHUX Y€pe3 BPa3IUBOCTI B KOH(DIrypallii XMapHUX CEPBICIB.
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- 30BXKMBaHHS MpalliBHUKaAMU XMapHUMH pecypcamu (TiHboBi IT).

- HegorpumanHs craH1apTiB 1 HOPMAaTUBHUX BUMOT.

- 3a0e3neyeHHs KOH(I1ICHIIIHHOCTI Ta 3aXUILEHOCT1 IaHUX.

- besneka APL.

- CyMICHICTh Ta IHTETPOBAHICTh 3 HAIBHOIO 1HPPACTPYKTyporo [1].

MeHemKMEeHT 0e3MeKr XMapHUX CEpPEeOBUI BUMAra€ CUCTEMHOTO MHiAXOIy 10
iHpopMariitHoi Oe3neku B XMapHHX cepefoBuiax. CUCTEMHHMI MiAXiJT BKJIIOYAE
TEXHIYHI 3aCO0M KOHTPOJIIO Ta MOHITOPHUHTY, (DOPMYBaHHS MOJITHK Ta HaBYAHHS
MpaliBHUKIB B cepi iHPopMalliitHoT Oe3neKu.

OnuuM 3 3ac001B, sIKi 3a0€3Meuye CUCTEMHUI TIXI] 0 MEHE/DKMEHTY 1H(OopMaIiiHOT
oe3nexku xmapaux cepenoBuil € Cisco Cloudlock. Cisco Cloudlock nie xmapnuii cepgic,
axuid 6a3yeThesa Ha TexHonorii Cloud Access Security Broker (CASB), sika qo3Bosie
3a0e3reuyBaTi €PEKTUBHUM 3aXUCT JJIsI XMAPHUX CEPEIOBHIIL.

Cisco Cloudlock — 1ie cepsic, sikuii 3a0€e31euye yrpapiiHHA JOCTYILy, MOHITOPHUHT Ta
KOHTPOJIb 3a JIISIMA KOPUCTYBaviB B XMapHUX cepenoBuinax. [[is 3abe3neueHHs 0e3nexu
XMapHHUI CEepBIC BUKOPUCTOBYE OE€3ar€HTHY apXITEKTypy, SKa B3a€MOJIE 3 1HIIUMHU
xmapHuMu cepBicamu 3ag0nomoror API. Cisco Cloudlock mBuiko BpoBagKy€eThCs
B ICHYIOUY 1HQPACTPYKTYpY Ta Ma€ MOKJIMBICTh 1HTErpalii 3 IHIIUMH CEPBICaMU, IO
3a0e3reuye MUPOKUI CIEKTP PYHKIIOHATBHUX MOKIUBOCTEH.

OcHoBHuMU (pyHKIIOHATEHUMH MOAIUBOCTSIMU Cisco Cloudlock myist MenemxmenTy
0e3mneKku B XMapHUX CEPEIOBHII] €:

- Data Loss Prevention (DPL).

- 3axucT Bij 3arpo3 B PEKUMI PEaIbHOIO yacy.

- MeHeKMEeHT 1HITUEHTIB.

- BusiBjieHHs Ta KOHTPOJIb JOAATKIB.

- 3a0e3neyeHHs BiMOBITHOCTI BUMOTaM.

- Users Events and Behavior Analysis (UEBA).

- [HTerpartis Ta po3MIKPIOBAHICTb.

- YropaBiaiHHA NOJITUKaMU [2].

Cisco Cloudlock no3Borsie cTBOpuTH €PEKTHBHY CUCTEMY MEHE/LKMEHTY 1H(QOpMaIIiifHO
Oesmneku, sika OyJie Opi€eHTOBaHA HA MPEBEHTUBHUI 3aXMCT Ta MiHIMI3allll0 PU3HUKIB.
EdextuBnicts Bukopuctanas Cisco Cloudlock 3anexuTs BiJ BIpOBaKEHUX MOJITHK
Ta OpraHizaii MEHePKMEHTY NodiTHKaMu. OCHOBHI 3aX0/I1 MEHEJKMEHTY BKJIFOUAIOTh!

- ®opmyBaHHS NOJITUK O€3MEKH.

- HaBuanus nepconany.

- CTBOpEHHSI MporpaM MEHEI)KMEHTY 1HI[UEHTAMH.

- IIpoBeaeHHs pEryJIpHOTO ayJUTy Ta TECTYBAaHHS CUCTEM O€3MEKH.

- Inrerpanis Cisco Cloudlock 3 inmmmu iHcTpyMeHTamu kibep3axucty (SIEM-
cucremH, OaratodaktopHa aBrentudikamis, VPN) [3].

74 | Research Europe



Integration of Science and Innovation for Sustainable Development

Bukopucranns gynkuionany Cisco Cloudlock 3 opranizamiifHiMu 3axoamu 103BOJIsIE
CTBOPUTHU €(PEKTUBHY CUCTEMY O€3MEKH MEHEKMEHTY O€3MEKU XMapHOTO CEPEIOBHILIA.

OTxe MeHeKMEHT 1HPOopMaIliiHOI O€3MeKHu B XMAPHUX CEPEAOBUIIAX € OJTHUM
13 HAaWBAXKJIMBIIINX HAMPSAMIB KOPIOPATUBHOTO YIIpaBIiHHS Oe3nekoro. Bukopucranus
xmapHoro cepBicy Cisco Cloudlock s menemxmenty iHdopmaiiiiiHoi Oe3nexku
3a0e3reuye KOMMIaHISIM €(PEeKTUBHUM 3aXMCT BiJ 3arpo3, KOHTPOJIb Ta YIMPaBIIHHS
IHIUJIEHTaMU, KOHTPOJIb JOCTYMY JI0 PECYPCIB Ta JaHUX 1 BIMOBIIHICTh CTaHAApTaM 1
BUMOraM. TakuM YMHOM BHKOPHUCTAHHS JAHOTO CEPBICY B CHUCTEMax MEHEIKMEHTY
iH(opMariiiHo Oe3reKku A03BOJSE KOMIAHISAM 3HU3UTH PU3UKU, MIJBUILIUTH JIOBIpY
KJIIEHTIB Ta 3a0€3MeUnuTH CTabUIbHICTh O13HEC MPOIIECIB Y XMAPHUX CEPEIOBUIIAX.
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Abstract. Machine learning (ML) is a core element of artificial intelligence (Al) and a key tool for
linguistic research during crises. Classical ML ensures interpretability and efficiency for structured
data, while neural network approaches are effective for large-scale and unstructured information. In
unstable contexts, ML enables automation, adaptability, and rapid analysis of texts. Its applications
include natural language processing, machine translation, and corpus-based forecasting of linguistic
trends. Despite challenges such as data quality, bias, and resource limitations, hybrid integration of
classical and neural methods provides both accuracy and resilience. Thus, ML strengthens the stability
and continuity of linguistic R&D projects in times of crisis.
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